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Summary 
Grid investments that support electric vehicle deployments as a part of planned modernization efforts can 

enable a more efficient and cost-effective transition to electric transportation and allow investor-owned 

electric companies and public power companies to realize new revenue resources in times of flat or declining 

loads. This paper discusses the challenges and opportunities associated with an increase in plug-in electric 

vehicle (PEV) adoption and how working together both sectors stand to benefit from closer integration. 
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1 Introduction 
PEVs have the potential to revolutionize the United States (U.S.) transportation fueling system. Because they 
run on electricity they rely on the electric power grid for their fuel. To incorporate an entire sector’s power 
needs into the current electric grid is a considerable challenge. However, if carefully orchestrated, the 
integration can create many opportunities for both sectors. This white paper will examine the importance and 
value of PEV integration with the electric power grid by identifying challenges, then describing sector 
advances, and finally by detailing several opportunities resulting from integrating the grid with electric 
transportation. 

2 Challenges 
Automakers are working to introduce new PEV technologies, state and local policymakers around the country 
are encouraging the use of PEVs, and significant research has reduced the cost of PEV technologies. As 
market share grows, actively planning for vehicle grid integration is important. For vehicle grid integration 
to be successful the challenges needed to be well articulated and defined. The foundational work in this area 
was the Multi-Lab EV Smart Grid Integration Requirements Study [1], initiated by the U.S. Department of 
Energy (DOE), in which national laboratories identified several key factors that when implemented should 
bring increased benefit from PEV integration into the grid. The study includes the current state of the 
transportation and electric power sectors, analysis on the magnitude and variability of PEVs as a grid source, 
and recommended actions to support greater adoption of vehicle grid integration. This paper builds on that 
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report by working with electric power sector stakeholders. The stakeholders’ input is indispensable to identify 
which challenges are on the critical path for vehicle grid integration. Prioritizing the challenges across the 
entire sector is neither possible nor necessary for this discussion. The challenges identified by the group are 
thoroughly described in the bulleted list below. 

• Cyber security: Cyber security is both a concern and challenge especially in light of well publicized 
vehicle hacking incidents over the last two years [2] [3] [4]. It is enough of a concern that the U.S. Federal 
Bureau of Investigation (FBI) released a Public Service Announcement on vehicle vulnerabilities in 
March 2016 [5]. Similar concerns are arising in the electric power sector as electric companies are 
upgrading to smart grids. To address some of these concerns, the National Institute of Standards and 
Technology has produced a set of cybersecurity guidelines, called NISTIR 7628, for smart grid 
programmers across the globe [6]. However, while the grid connection point is governed by grid cyber 
security standards and norms, PEVs are not. Without well-defined cyber security standards for PEVs and 
their connection to smart charging systems, these vehicles could be a weak link introducing additional 
cyber security risks to the overall electric system. To help address this challenge, DOE has funded 
research in this area with a project on Diagnostic Security Modules for Electric Vehicle to Building 
Integration [7]. 

• Privacy: Privacy of individual data is an important factor to individuals, companies, and governments. 
This is of particular concern with PEVs because they are used for transportation. If an individual’s data 
goes unprotected, consumers’ mobility could be tracked without their knowledge or consent. The 
complexity of privacy necessitates careful recognition of the specific challenges such as connectivity, 
cyber security standards, and uniformity. 

• Modernization levels: Grid modernization efforts vary by electric company across the country. Some 
electric companies are focused on the ongoing replacement of aging infrastructure, others are working to 
interconnect greener and more distributed energy sources, while still others are utilizing improved 
diagnostics to give grid operators more visibility into the system and enhance grid reliability, flexibility, 
and resiliency. Analysis of these current activities may provide useful lessons learned on their 
implications for transportation electrification. For example, the charging infrastructure for autonomous 
plug-in cars may have different grid requirements than for PEVs. The potential need to upgrade 
distribution equipment particularly at the point of power delivery for vehicle charging is not clear. Critical 
analysis can support distribution upgrading to adequately meet future charging capabilities. 

• Reliability levels: With the invention of tablets, Wi-Fi, and smart phones, consumers are more connected 
and dependent upon a highly reliable grid than ever before. Additionally, as PEVs become more 
advanced, receiving information about traffic, weather, and other externalities will be important to 
operate safely. Audi of America announced that their 2017 Q7 and A4 models include the ability to 
receive traffic light information from advanced traffic management systems [8]. These communication 
links, potentially powered by the grid, may require an even higher level of reliability to ensure safety of 
the overall transportation system. The higher reliability can be from the grid or the device itself through 
backup power sources. 

• Big Data Management: Integrating transportation with the electric power sector adds complexity to the 
challenges associated with managing and processing large volumes of data quickly. The volume of data 
expected and the amount of data storage required is significant. Electric companies that already manage 
grid and consumer data could handle these additional data streams and abide by cyber security and 
privacy regulations. 

• Modeling: Unlike the stationary loads on the grid today, PEVs are mobile loads able to appear at any 
charging point, adding complexity to the modeling of the grid and load forecasting. The information and 
level of fidelity necessary at the bulk electric system level is still being decided. When the PEV load 
becomes a challenge to the transmission system operators and transmission owners is not clear. 
Additionally, model interchange standards for distribution showing electric vehicle supply equipment 
(EVSE) connectivity would benefit utility and transportation planners so the model can be easily 
integrated and exchanged between all parties. Having the electric power and transportation sectors 
collaborate on an infrastructure model tool that can be used by communities to plan and verify PEV and 
EVSE investments would improve load forecasting and capital investment planning. 
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3. Advances 
After being in existence in the U.S. for more than 100 years, the electricity and transportation sectors are 
seeing significant changes at a rapid pace. PEVs have made significant advances in the last few years and are 
becoming more competitive with traditional internal combustion engine vehicles. The demand for low-
emission, energy-efficient technologies and an increase in PEV availability have made electrification of the 
transportation sector conceivable. With 23 plug-in hybrid electric vehicle models and 19 battery electric 
vehicle models [9] to choose from, this type of alternative fuel vehicle is widely available and increasingly 
cost effective. In July 2017, cumulative sales of PEVs topped 663,000 in the U.S. (including plug-in hybrid 
electric vehicles and battery electric vehicles) [10]; however, with 500,000 people in the queue for the Tesla 
Model 3, those numbers are expected to grow as delivery begins in November 2017 [11]. This market pull 
coupled with a decrease in PEV purchase prices are making PEVs more prevalent within the transportation 
sector, both with fleet owners and private consumers. Because PEVs rely on the electric grid for power, 
increased PEV adoption and the development of their charging infrastructure should be closely aligned.  

California, through issuing vehicle emissions standards stricter than federal vehicle standards and requiring 
automakers to produce zero emission vehicles (ZEVs), has implemented policies to further accelerate the 
battery electric and plug-in hybrid electric vehicle markets. Nine additional states—Connecticut, Maine, 
Maryland, Massachusetts, New Jersey, New York, Oregon, Rhode Island, and Vermont—have contributed to 
this acceleration by adopting California’s ZEV program. Given the number of vehicles already sold and the 
enthusiasm for future models, the demand for these cars is expected to increase [12]. Electric companies from 
California and Oregon, through Missouri, Alabama and Georgia, and across the Northeast, have implemented 
transportation electrification programs that install PEV infrastructure and provide education and outreach 
efforts. 

Charging PEVs is possible at private homes as well as at roughly 18,700 charging stations (including private, 
federal, state, local, and utility owned stations) across the country [13]. Through a network of direct current 
fast-chargers, Tesla has made possible east-west cross-country travel, and north-south travel along both the 
east and west coasts. Further, BMW and Nissan are partnering to build an additional 120 fast-chargers in 19 
states to facilitate cross-country travel of their PEV models [14]. However, car manufacturers and charging 
station suppliers await the release of the communication standard to create additional opportunities between 
the vehicle and the electric grid by offering automated managed charging, reverse power flow, and vehicle-
to-load capabilities. These measures provide a solid foundation for a transportation future with a sizeable 
fleet of PEVs obtaining energy from the electric grid. 
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Transportation electrification and its related infrastructure is an emerging market force that encompasses a 
broad section of the American economy, from the nation’s ports and airports to freight and passenger 
movement and personal transportation. This market relies on the grid for energy and is beginning to 
incorporate the latest communication technologies to maximize the customer’s experience. 

The growth of PEVs is coming at the same time the electricity sector is experiencing significant changes in 
generation mix and load driven by a variety of factors including new technologies, environmental policy, and 
consumer expectations. The new technologies are making it possible to operate the electric grid more 
efficiently and effectively, but it requires capital investments and an increased need for data management and 
coordination at all levels and among a number of energy system participants. The technology and data 
revolution also creates a new intersection between transportation, buildings, and electric companies. PEVs 
present opportunities for growth and innovation, economic gains, improved environmental performance, and 
new choices for customers looking to reduce their total energy consumption and spending. 

The GO15 is a forum for Chief Executive Officers of the largest power grid operators (PGOs) to discuss the 
challenges of the electric industry. It is comprised of 17 PGOs from six continents that collectively serve over 
3.4 billion customers. Three U.S. PGOs are members: CAISO, MISO and PJM Interconnection. In their 2015 
Annual Review, GO15 recognized that the future will entail managing increasingly complex electric grids to 
accommodate increasing renewable energy, electric vehicles, and greater consumer demand flexibility [15]. 
To improve or just maintain the reliability and resilience of these future electric grids, the GO15 affirms, “it 
will be necessary to develop smarter grids by leveraging advanced communication and information 
technologies that will play an increasingly critical role.” Today’s electric grid lacks the necessary attributes 
to meet the power demands of the 21st century [16]. To address the deficiencies a DOE-wide collaboration, 
known as the Grid Modernization Initiative (GMI), was launched to set the U.S. on a cost-effective path to a 
modern grid. 

The electric power industry is increasingly interested in balancing the variability of solar and wind energy 
with managed vehicle charging, energy storage, and other building technologies—and with good reason. 
Energy storage can smooth the rapid shifts in renewable output that can lead to fluctuations in customer 
service voltage. It can also help reduce load during high-demand periods (a service called peak shaving) and 
provide firming—the guarantee of balancing generation and load at a certain time. Ensuring the reliability of 
the distribution system as the number of PEVs and its charging infrastructure grow is critical to maintaining 
both a reliable and economic grid system [17]. 

The grid’s 21st century evolution is being driven by the widespread use and networking of monitoring 
systems, distribution automation, advanced inverters, advanced meters, and other intelligent devices. Electric 

Figure 1: U.S. Plug-in Vehicle Sales; Source: Argonne National Laboratory, Light Duty Electric Drive Vehicles 
Monthly Sales Update  

http://www.anl.gov/energy-systems/project/light-duty-electric-drive-vehicles-monthly-sales-updates
http://www.anl.gov/energy-systems/project/light-duty-electric-drive-vehicles-monthly-sales-updates
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companies increasingly depend on data communications 
and automated control among millions of devices for 
reliable grid operations, leaving the electric system 
exposed to potential cyber security attacks. 

In the Smart Grid Demonstration Initiative launched by 
the Electric Power Research Institute (EPRI), which 
involved 47 demonstration projects with 17 utilities, cyber 
security challenges emerged as one of the initiative’s 
major findings. Several participants witnessed that 
achieving comprehensive cyber security protection for 
their operations and information technology (IT) systems 
was no easy task. Among the challenges is multiple 
systems and operators independently gathering and 
analyzing security information available in different 
applications and from different vendors. The participants 
concluded, “Utilities need a coordinated cyber security 
approach that will enable them to support new applications 
and legacy systems and to comply with regulations and 
standards.” [18] 

The relationship between grid modernization and electric transportation is complimentary thus both sectors 
ought to address critical issues such as reliability, privacy, data management, affordability, and security 
jointly. As the future evolves, we can benefit from increasingly efficient movement of goods and people in a 
coordinated, reliable, and environmentally friendly manner. 

4. Opportunities 
The Multi-Lab EV Smart Grid Integration Requirements 
Study [19] developed in support of the DOE’s Vehicle 
Technologies Office and Grid Modernization Initiative 
confirms that effective and efficient integration of PEVs 
with the grid allows electric companies to “reduce peak 
power requirements, regulate grid voltage and frequency, 
and balance the intermittent power output of distributed 
energy resources (DERs).” [20] The metering and 
communications infrastructure necessary for PEVs to 
provide grid services should be well defined, 
standardized, and developed with sophisticated cyber 
security controls. 

There are numerous opportunities resulting from a 
modern grid well-integrated with electric transportation 
that could positively impact both sectors. The bulleted 
list below describes several of them where the 
significance of the opportunity will vary based on the 
specifics of the existing grid and the local PEV market 
growth. The value of each opportunity will benefit from 
careful evaluation and management as the vehicle 
population grows in the future. 

• Supporting Grid Modernization: A modern grid 
promotes long-term system reliability, efficiency, 
resiliency, and consistent levelized cost, all of which increase confidence in a robust energy source and 
boost the value of electricity as a transportation fuel. Increased electrical load from transportation may 
help offset the costs of grid modernization when integrated into overall grid planning. 

Figure 2: EVSE Installation; Source: Clipper Creek 

Figure 3: EVSE Installation; Source: Bosch 
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• Energy Usage Data Management: The current trend to provide integrated wireless national PEV 
charging networks transcends utility boundaries. These networks maintain large datasets about electrified 
transportation in a specific location. These data, when shared with electric companies, can enable 
increased grid efficiency, more accurate load prediction, enhanced value of transportation electrification, 
and improved consumer satisfaction. 

• Smart Cities: Smart cities are developed urban areas that create sustainable economic development and 
high quality of life by excelling in economy, mobility, environment, people, living, and government [21]. 
Across the world, communities are working to become smart cities. Electricity, visibility into vehicle 
movements, data management, and data analytics are key components of a smart city’s success. Electric 
companies can be key partners in PEV integration with the grid with the possible result of the additional 
load and data visibility offsetting some of the investment costs of grid modernization. 

• PEV Flexible Charging: Projected increase in electricity demand from uncontrolled PEV charging is 
minimal [22]. If controlled, PEV charging can provide the electric power grid the flexibility necessary 
for active load management, as well as to address a variety of challenges, including the integration of 
renewable energy. 

 
Figure 4: CAISO Demand including PEVs; Source: Rocky Mountain Institute 

• Big Data: Through their onboard communication systems such as General Motors’ OnStar, PEVs are 
already part of a massive data system. Electric companies are also collecting and managing customer 
data to determine voltage needs, distribution system analysis, and customer billing. Allowing these two 
systems to share key information can improve PEVs, the grid, and the customer experience. A potential 
business opportunity exists for electric companies and others to manage this “big data.” Electric 
companies have a regulatory requirement to manage customer and system control data in an efficient, 
private and secure manner, potentially making them well-suited to manage PEV charging data as well. 

• HAN System Interconnection: As one of the largest energy users in the home, the PEV when connected 
to the HAN system can be an integral component of any energy management system. 

https://www.rmi.org/wp-content/uploads/2017/04/RMI_Electric_Vehicles_as_DERs_Final_V2.pdf
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• Autonomous Plug-In Cars Deployment: Recent studies indicate 90% to 95% of traffic accidents are 
due to driver error and that transitioning to automated vehicles could significantly reduce injuries and 
deaths from traffic accidents [23] [24]. In the 2009 National Household Travel Survey conducted by the 
U.S. Department of Transportation, the average person trip length was 9.7 miles, down slightly from 10.0 
miles in 2001 [25], well within the range of PEVs, making these vehicles suitable for automated driving. 
Not only could autonomous plug-in cars make transport safer, but they could provide improved and 
increased mobility in a way that does not increase greenhouse gas emissions. Autonomous plug-in cars 
could also offer independent mobility for low-income people [26] and over 20 million Americans that 
cannot qualify for a driver’s license. This independent mobility could increase access to healthcare for 
those unable to drive and without access to public transit. Deployment of autonomous plug-in cars could 
result in a different charging infrastructure than in the case of non-autonomous PEV fleets with sales 
volume playing a key role in infrastructure as well. When these vehicles come off the road for charging 
they will need access to a reliable source of energy, in particular for communications. This reliability 
may, by definition, be at a higher level than currently planned for communication towers connected to 
the grid, supporting the justification of new technology, new control systems, and larger backup power. 

• Economic and Health Benefits: Grid modernization is closely aligned with the grid’s ability to become 
cleaner. Clean power generation reduces criteria pollutants and greenhouse gas emissions leading to 
significant environmental and health benefits. In an Argonne National Laboratory report released in June 
2016, researchers calculated that electrifying light-duty vehicles would reduce the grams of carbon 
dioxide equivalent per mile by 26% per vehicle assuming current technology and as much as 91% if 
renewable energy is assumed as the electricity source [27]. Alignment of local, state, and federal energy 
regulators is essential to realize this potential. 

• Third Parties: The key to the modern grid is enhanced data collection and management systems that 
continue to enable the system to adjust real-time to fluctuations in supply and demand. PEVs are a critical 
component of this data structure. In many areas, third parties can operate between electric companies and 
consumers and use system data to provide services for a profit. These players should comply with the 
same cyber security, data or privacy standards. 

• Vehicle-to-Home Emergency Energy Provision: The PEV can serve to provide back-up power to the 
home in a weather emergency that has caused a loss of power, especially to power smaller digital loads 
in today’s modern homes. 

• Energy Storage to Grid: PEV advanced battery systems could become stabilizing components of the 
distribution system. Two-way flow of energy, enabling the stored battery energy to be used by the grid 
operator when necessary, has the potential to help reduce system costs during peak periods, balance the 
variability of renewables, and provide ancillary services. 

5. Conclusions 
PEVs are gaining market share making electric transportation a very real and promising load for the U.S. 
electric power sector. These loads offer lots of potential for electric companies to address variability and 
regulation within the system with targeted capital investments. To realize the full potential of the opportunity, 
however, several of the technical challenges should be tackled. With some thoughtful planning and analysis, 
transportation electrification and grid modernization efforts can provide opportunities for growth and 
innovation in both industries. A modern grid that is well equipped to handle the additional electric 
transportation load and reap the benefits from the intersection of the transportation and electric power 
industries, could enrich the customer experience for vehicle owners, and contribute to an enhanced grid with 
real environmental benefits for all customers. 
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Other Resources 
There are several resources that can provide further information. In addition to the resources referenced in 
this paper, take advantage of the following papers, reports, and presentations to learn more about the intersect 
between grid modernization and electric vehicle transportation. 

DOE Cooperative Agreement DE-OE0000194: The CCET Smart Grid Regional Demonstration Project 
(SGRDP) entitled, “Technology Solutions for Wind Integration in Electric Reliability Council of Texas,” 
commonly known as Discovery Across Texas is partially funded by the DOE cooperative agreement DE-
OE0000194. The project looked at consumers’ response to pricing signals and using fleet vehicles for Fast 
Responding Regulation Service. An interim report for this project is at 
https://www.smartgrid.gov/files/CCET_Initial_TPR_Rev0_Chg1_2013_12-30_Final.pdf and a presentation 
by ERCOT on the results of the fleet vehicle demonstration is at 
http://www.ercot.com/content/wcm/key_documents_lists/53418/5._FRRS_Frito_Lay_02192015__revised_.
pdf. 

Electric Vehicles as Distributed Energy Resources: Find out more about Rocky Mountain Institute’s 
finding based on numerous pilot projects 
(http://www.rmi.org/Content/Files/RMI_Electric_Vehicles_as_DERs_Final_V2.pdf). 

EV Project: The EV Project is the largest deployment and evaluation project of electric drive vehicles and 
charging infrastructure to date. The data collection phase of The EV Project captured almost 125 million 
miles of driving and 4 million charging events. The findings are in several reports, maps, white papers, in-
frastructure plans, and presentations on The EV Project website at https://avt.inl.gov/project-type/ev-project. 

Grid Modernization Initiative: Visit the GMI website at http://energy.gov/under-secretary-science-and-
energy/grid-modernization-initiative to find out more about the initiative, its projects, and partnerships. 

Smart Grid Investment Grant Program: Under the U.S. Department of Energy’s (DOE) Smart Grid 
Investment Grant (SGIG) program, six utilities evaluated operations and customer charging behaviors for in-
home and public electric vehicle charging stations. (https://www.energy.gov/oe/downloads/evaluating-
electric-vehicle-charging-impacts-and-customer-charging-behaviors). 

  

https://www.smartgrid.gov/files/CCET_Initial_TPR_Rev0_Chg1_2013_12-30_Final.pdf
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http://www.ercot.com/content/wcm/key_documents_lists/53418/5._FRRS_Frito_Lay_02192015__revised_.pdf
http://www.rmi.org/Content/Files/RMI_Electric_Vehicles_as_DERs_Final_V2.pdf
https://avt.inl.gov/project-type/ev-project
http://energy.gov/under-secretary-science-and-energy/grid-modernization-initiative
http://energy.gov/under-secretary-science-and-energy/grid-modernization-initiative
https://www.energy.gov/oe/downloads/evaluating-electric-vehicle-charging-impacts-and-customer-charging-behaviors
https://www.energy.gov/oe/downloads/evaluating-electric-vehicle-charging-impacts-and-customer-charging-behaviors
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